
 

 

 

 

International Data Transfers 

Time to Plan, Time to Act 

 

Introduction 

 

Brexit, the Schrems II decision which put paid to the privacy shield, the survival of 

the Standard Contractual Clauses in the face of challenge – some of the reasons 

why UK businesses have, understandably, been able to put international data 

transfers to the back of their minds for the last year or two whilst matters settled 

down. 

 

Settle down they have, and UK businesses involved in international data transfers 

will now need to start preparing for the mandatory changes coming into force on 21 

March 2024. 

 

A Reminder 

 

In general, UK GDPR and EU GDPR are regimes which protect the transfer of 

personal data outside the UK and the EU respectively (‘restricted transfers’).  EU 

GDPR will apply to transfers from the UK to the EU and UK GDPR will apply to 

transfers into the UK. Each regime starts from the perspective that an individual’s 

privacy should continue to be protected if their data leaves the jurisdiction. This is 

achieved by ensuring that privacy benefits from ‘essential equivalence’ outside the 

jurisdiction. 

 

It is worth remembering that: 

• holding data on a UK server even if it is only viewed from outside the UK is a 

restricted transfer. 

https://curia.europa.eu/juris/document/document.jsf;jsessionid=CF8C3306269B9356ADF861B57785FDEE?text=&docid=228677&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=9812784


• international data transfers require both the domestic end pre-transfer to be 

right and the international transfer to be right. If one end is wrong the whole 

process is wrong. 

 

There are several current methods of being able to make restricted transfers: 

 

• to countries deemed as having adequate regulation. The UK adopted the EU 

list but there is now some divergence, for example Republic of Korea appears 

on the EU list but not the UK’s and Gibraltar is the other way around. This is 

the so-called Article 45 adequacy regime. Remember the US does not 

currently fall within this adequacy regime as the ‘privacy shield’ ended by the 

Schrems II decision has yet to replaced. 

• an Article 46 transfer if there are “appropriate safeguards, and on condition 

that enforceable data subject rights and effective legal remedies for data 

subjects are available”. The UK Standard Contractual Clauses have largely 

been used to deal with this although the actual circumstances of the 

jurisdiction must be considered in conjunction with them. However, they 

cannot be used on their own because of the Schrems II decision and an 

individual decision must be made as to the legal regime of the jurisdiction 

involved and the specific circumstances of the transfer. 

• under an Article 49 specific derogation. Although seeming attractive at first 

glance, this ability is unlikely to be of broad use because of their very limited 

interpretation. The most sought to be used are (a) explicit consent; (b) 

necessary performance of contractual steps; (c) exceptional compelling 

legitimate interests. However, it has been ruled that explicit consent can be 

withdrawn at any time and cannot be used for regular transfers; necessary 

performance means necessary so for example using an offshore resource for 

convenience means it may not be necessary; exceptional compelling 

legitimate interests means limited data subjects and without regularity. 

 

 

 

 



 

The Position Now 

 

The standard data protection clauses adopted by the UK are currently under: 

• Standard Contractual Clauses 

• The International Data Transfer Agreement (as of March 2022), giving two 

‘new’ options: 

o International Data Transfer Addendum to the EU’s Standard 

Contractual Clauses which came in during 2021 (‘Addendum’) 

o International Data Transfer Agreement (‘IDTA’) 

 

The UK Standard Contractual Clauses have been going for over a decade and it is 

fair to say that they are showing their age. In addition, they are relatively fixed as 

they relate to controller-controller and controller-processor scenarios only. 

 

The Addendum for the EU Standard Contractual Clauses are far more up-to-date 

and more importantly modular. They cover 

• controller-controller 

• controller-processor 

• processor-processor  

• processor-controller 

 

The other advantages of the Addendum are: 

• The option to include a ‘docking clause’ making it easy for a third party to 

accede to them. 

• The inclusion of sub-processing clauses. 

• Dealing with some (not all) of the fall-out from the Schrems II decision. In 

particular, some of the contractual requirements with regard to safeguards. 

• They can be used to cover both UK GDPR and EU GDPR requirements. A 

two for one if you like! 

 

 

 



The IDTA is nothing like the Addendum. It is structured in four parts: 

 

• Part 1: Tables of processing details. The key issue is that a tick box approach 

is no longer permitted – the parties are required to document in detail for 

example the technical (encryption, multi-factor authentication etc) and 

organisational (access etc) safeguards. 

• Part 2: Extra protection clauses. These are the clauses that document how 

‘essential equivalence’ is obtained. 

• Part 3: Commercial clauses. These are matters such as payments etc over 

and above the mandatory clauses. 

• Part 4: Mandatory clauses. These cannot be overridden or conflicted with by 

any of the above or other provisions. 

 

As well as the four parts above, the IDTA also requires a linked agreement to deal 

with the Article 28 requirements. 

 

Timelines 

 

1. What do I need to do now for my current arrangements? Arrangements 

utilising current UK Standard Contractual Clauses are valid until 21 March 

2024. 

2. What should I do for new arrangements? New arrangements can be 

entered into under the new regimes or under current UK Standard Contractual 

Clauses up to 21 September 2022. The latter will only be valid until 21 March 

2024. 

3. What happens after 21 September 2022? New arrangements must be made 

under the International Data Transfer Agreement or Addendum if an 

adequacy decision or other exception does not apply. 

4. What happens after 22 March 2024? All arrangements must be under the 

International Data Transfer Agreement or Addendum if an adequacy decision 

or other exception does not apply. The current UK Standard Contractual 

Clauses end. 



5. Can I do nothing and simply flip arrangements into the new regime when 

the transition period ends? In theory yes, but in practice we recommend 

not!  We explain why below. 

 

Transition 

 

Pending 21 March 2024 all new or current arrangements can continue but only if 

the “processing operations that are the subject matter of the contract remain 

unchanged and reliance on those clauses ensures that the transfer of personal data 

is subject to appropriate safeguards”. 

 

Seems innocuous? Well, no because the second half of the sentence above means 

the previous tick box pragmatism is no longer enough. The actual substance of the 

new regime is effectively imposed on existing arrangements even if currently existing 

or entered into prior to 21 September 2022. 

 

What does that mean?  

 

• It will be mandatory to carry out a Transfer Risk Assessment/Transfer Impact 

Assessment (TRA/TIA). This looks at the international element and 

organisations will need to consider if they incorporate this into their general 

Data Protection Impact Assessment which is required in any event for UK 

GDPR. 

• TRA/TIAs have three key elements, each of which is detailed and will need to 

be considered and documented to permit a low, medium or high risk 

assessment: 

o the nature of the transfer. This requires a consideration of the facts 

including: 

▪ type of personal data 

▪ category of data subject 

▪ sector 

▪ purpose 

▪ format of the data 



▪ method of transfer 

▪ technological and organisational security 

o the nature of the destination country if there is not an adequacy 

regulation. For example, considering: 

▪ is there an adequacy regulation? 

▪ human rights record 

▪ legal and court system 

▪ recognition of overseas judgements 

o the potential impact of the transfer and risk of harm. For example, the 

risk of surveillance and consequent harm. 

 

Conclusion 

 

Waiting until 2024 is not an option. To be compliant following the Schrems II 

decision, organisations need to act now and acting now is not simply replacing one 

set of terms on paper with another set of terms on paper.   

 

The Schrems II decision is substantive and requires substantive action. This requires 

a real understanding of the data flows and the underlying technology being used 

even if recognised and reputable organisations are involved. The controller 

organisation bears the risk so reliance on paper exercises or the repute of other 

parties is not an automatic safeguard.   

 

The technology function, the legal function, the HR function, the marketing function 

and the data protection function within organisations will all need to work together to 

ensure compliance. We would recommend that Transfer Risk Assessments/Transfer 

Impact Assessments are incorporated into Data Protection Impact Assessments to 

ensure this holistic approach flows through an organisation and, should a breach 

occur, the diligence in doing so will almost certainly affect the view of the regulator. 
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